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Content presentation

Breakout Session A - Day 2: 1. What about the ILT

2. Legislation and our Sectors
Public infrastructure sector 3. Collaboration
4. Supervision

5. Questions
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The Human Environment and Transport Inspectorate
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Development of Cybersecurity
legislation in the Netherlands

NIS

Network and
Information
Security directive

Wbni
Wet Beveiliging
Netwerk- en
Informatiesystemen

NIS2

Network and
Information
Security directive

CER

Critical Entities
Resilience
directive

Cbw

Cyber-
beveiligingswet

Wwke

Wet
weerbaarheid
Kritieke Entiteiten

Q2 2026
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NIS2 sectors and ILT Supervision
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Each Member State is
free to choose how to fulfil
its NIS2 enforcement:

- Centrally organized
- Decentralized

Dutch Choice: decentralized



Human Environment and Transport
Inspectorate

Ministry of Infrastructure

and Water Management

Collaboration in
NIS2 directive

Collaboration as legal obligation:

- Effective and efficient supervision
Information sharing

Mutual assistance



A more mature collaboration:
Integral overview of digital resilience in the Netherlands

> Information sharing > Level playing field

> Shared priority setting risk- > Discuss case studies
based supervision



4 W Authority for Nuclear Safety and
8 Radiation Protection

Staatstoezicht op de Mijnen
Ministerie van Klimaat en Groene Groei

Inspectie van het gngere
oW Ministerie van Ondenwis,Cutr
24 Wetenschap

Nederlandse Voedsel- en Warenautoriteit
Ministerie van Landbouw, Visserij,
Voedselzekerheid en Natuur

Inspectie Gezondheidszorg en Jeugd
Ministerie van Volksgezondheid,
Welzijn en Sport

AUTORITEIT
PERSOONSGEGEVENS
De Nederlandsche Bank Rijksingpectie Digitgle Infrastructuur
Ministerie van Economische Zaken
en Klimaat
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Inspectie Justitie en Veiligheid 'l'>

Inspectie Leefomgeving en Transport

Ministerie van Justitie en Veiligheid L
J Ministerie van Infrastructuur en Waterstaat
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Governance

Inspection Council —
DTDW .
Directors Cybersecurity
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Where the work is done ©

Chiefs of Inspectorates
« Overall guidance

Director’s group:
 Preconditions
« Decisions

Two main working groups:
« Organize the Basics
« Contents of inspections




i

g2y Human Environment and Transport
% Inspectorate

Ministry of Infrastructure

and Water Management

WG Organize the Basics

1. Ecosystem analysis

2. Product exploration

3. Legal analysis on information exchange
4. Legal analysis on content

5. Inventory of focuspoints
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6. Communication
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Analysis of standards

2. Aligning intervention strategies

3. Aligning of enforcement policies

4. Inventory of risk prioritization

5. Risk-based enforcement

6. Implement risk-based enforcement

/. Joint Inspection view + report
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Joint Inspection report - cybersecurity vital processes

Samenhangend

inspectiebeeld
Samenhangend cybersecurity
vitale processen

2021-2022

iInspectiebeeld
cybersecurity vitale
processen 2020-2021

Samenhangend Samenhangend
Inspectiebeeld Inspectiebeeld
cybersecurity cybersecurity
vitale processen vitale processen
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(Expected) results of the working groups

Standard inspection
framework

Common intervention policy

Joint data classification,
registration, notifications
and audit findings
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Joint inspections

Logical risk prioritization

Joint communication to critical
infrastructure sectors
Coordinating ICT design



How to tackle complexity
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Measures: (ISO-27002, 1SO-62443-3-3, NIST-CSF, etc.) Cé/O
7
- § 5 Mapping § 6 Protect and § 7 Detection and response § 8 Recovery
We use industry standards prevent -

« To logically connect legislation
« Build inspection frameworks

« That covers all requirements

« From design to operations

It remains a challenge

Network and
information systems

Assets and
lifecyclemgt.

L,

Protect

Security by
design

Network
segmentation

Respond

monitoring

Incident
respons

Recover

Recovery
backups

Recovery and
Continuity plan

1’
Security Management System (CSMS / ISMS) {1 Fict
Security policy and description of the ISMS

§ 3 Article 3: ISMS
§ 3 Article 4: Risk analysis

§ 4 Organisation of Network and information security

Management framework: (1ISO-27001, ISO-62443-2-1, NIST-CSF, e.d.)

[ Cle

§ 3 Article 5
Improvement

cycle
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Q&A

Let’s Stay In Touch!

Website : www.ilent.nl
LinkedIn: https://www.linkedin.com/company/inspectie-leefomgeving-en-transport/

Linda Holst

+31 6 51 21 56 92
linda.holst@ILenT.nl

Patrick van de Heisteeg
+31 6 15 35 97 44
Patrick.vande.heisteeg@ilent.nl
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